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APM

Application Performance Management

° ﬁﬁ?’—%&lﬂﬁh‘ﬁ T — Digital Experience Monitoring

. F_‘Uﬁ%ﬁfﬂ Eaﬁ*méx\% — Application discovery,

tracing and diagnostics

. MRS HT — Application Analytics
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- ( )startManager {
[self registerObservers];

(! _isSetup) {
dispatch_once_t plcrPredicate;
dispatch_once(&plcrPredicate, *{
/* Configure our reporter x/

PLCrashReporterSignalHandlerType signalHandlerType = PLCrashReporterSignalHandlerTypeBSD;

PLCrashReporterSymbolicationStrategy symbolicationStrategy =
PLCrashReporterSymbolicationStrategyNone;
( .isOnDeviceSymbolicationEnabled) {
symbolicationStrategy = PLCrashReporterSymbolicationStrategyAll;

}

PREPLCrashReporterConfig *config = [[PREPLCrashReporterConfig alloc] initWithSignalHandlerType:
signalHandlerType
symbolicationStrategy:
symbolicationStrategyl;
.plCrashReporter = [[PREPLCrashReporter alloc] initWithConfiguration: configl;

// Check if we previously crashed
([self.plCrashReporter hasPendingCrashReport]) {
_didCrashInLastSession = ;

[self handleCrashReportl];
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APP

- ) handleCrashReport {
PREDLogVerbose(
NSError skerror = H

(! .plCrashReporter)

// Try loading the crash report
NSData xcrashData = [[NSData alloc] initwWithData:l[ .plCrashReporter
loadPendingCrashReportDataAndReturnError: &errorll;

(crashData == ) {

PREDLogError( 1 - 1 I Y rt ", error);
{

NSString *cacheFilename = [NSString stringWithFormat: (@ , [NSDate
timeIntervalSinceReferenceDatel];

[crashData writeToFile:[_crashesDir stringByAppendingPathComponent: cacheFilename] atomically:

.plCrashReporter purgePendingCrashReport];

R RCE

P} ]



APP

JZ]Z Al

- (

)createCrashReportForAppKill {

A S

<

NSString *fakeReportUUID = PREDHelper.UUID ?:
NSString *fakeReporterKey = PREDHelper.UUID ?:

NSString xfakeReportAppBundleldentifier = PREDHelper.appBundleld;
NSString *fakeReportDeviceModel = PREDHelper.deviceModel ?:

NSString *fakeSignalName = kPREDCrashKillSignal;

NSMutableString xfakeReportString = [NSMutableString stringl;

[fakeReportString
[fakeReportString
[fakeReportString
[fakeReportString

appendFormat:
appendFormat:
appendFormat:
appendFormat:

, fakeReportUUID];
, fakeReporterKeyl;
, FakeReportDeviceModell;
, fakeReportAppBundlelIdentifier];

NSString *fakeReportAppVersionString = [NSString stringWithFormat:
PREDHelper.appBuild];

[fakeReportString appendFormat:
[fakeReportString appendString:
[fakeReportString appendString:

1;

13

NSLocale *enUSPOSIXLocale = [[NSLocale alloc] initWithLocaleIdentifier:
[[NSDateFormatter alloc] initl;
[rfc3339Formatter setlLocale:enUSPOSIXLocalel;

NSDateFormatter xrfc3339Formatter

[rfc3339Formatter setDateFormat:

1;

[rfc3339Formatter setTimeZone:[NSTimeZone timeZoneForSecondsFromGMT:011];

NSString *xfakeCrashTimestamp = [rfc3339Formatter stringFromDate:[NSDate datell;

// we use the current date, since we don't know when the kill actually happened
, FakeCrashTimestampl;
, PREDHelper.osVersionl;

[fakeReportString
[fakeReportString
[fakeReportString
[fakeReportString
[fakeReportString
[fakeReportString
[fakeReportString
[fakeReportString
[fakeReportString

}

appendFormat:
appendFormat:
appendString:
appendString:
appendFormat:
appendString:
appendString:
appendString:
appendString:
( .didReceiveMemoryWarningInLastSession) {
[fakeReportString appendString:

[ fakeReportString =

1;

1;

I

, fakeSignalNamel;

1;

, PREDHelper.appVersion,

, fakeReportAppVersionStringl;

1;

2 8- O 5

P} ]



0 AR H SN EE

NSt

registerHandler(WeakReference<Context> ignoreDefaultHandler) {
(!TextUtils.isEmpty(AppBean. ) && !TextUtils.isEmpty(AppBean. )) {

Thread.UncaughtExceptionHandler currentHandler = Thread.getDefaultUncaughtExceptionHandler()
(currentHandler != ) {
LogUtils.d( + currentHandler.getClass().getName())

¥

Thread.setDefaultUncaughtExceptionHandler ( ExceptidhHandler(currentHandler, ignoreDefaultHandler))

{
LogUtils.d( )

s 8- 0 1§ M



ek 4 '% A v
App BB H&SHEE

AtiElX el | 2017/07/23 ~ 2017/07/29 < r a S h

AppBundield Appld AppName AppVersion CrashLogKey CrashTime I O E
pre- 00000002 PreDemObjcDemo 1.0.0 00000002/crash/3761be760faf402b8cac8332dce5¢c262  2017-07-
engineering.PreDemObjcDemo 13 —

APP{ER  TafER  REER 2
pre- 00000002 PreDemObjcDemo  1.0.0 00000002/crash/50025277520ee62c968 "™ appiame appVersion sdld sdkersion
engineering PreDemObchemo qiniu.predem.example AndroidPreDem 1.0.0 PreDemSDK 1.0.0

HRER

at java.lang.VMThread.sleep(Native Method)
at java.lang.Thread.sleep(Thread.java:1013)
at java.lang.Thread.sleep(Thread.java:995)
at giniu.predem.example.MainActivity.SleepAMinute(MainActivity.java:55)
L D B * A at giniu.predem.example.MainActivity.access$300(MainActivity.java:33)
I
O ‘ ‘ ! at giniu.predem.example.MainActivity$7.onClick(MainActivity.java: 182)
g / \ at android.view.View.performClick(View.java:4438)
at android.view.View$PerformClick.run(View.java:18422)
at android.os.Handler.handleCallback(Handler.java:733)
at android.os.Handler.dispatchMessage(Handler.java:95)

at android.os.Looper.loop(Looper.java:136)

at android.app.ActivityThread.main(ActivityThread.java:5001)
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Http & Webview 15K 0HT - |

+ ( )enableHTTPDem {
(PREDHTTPMonitorSender.isEnabled) {

I

¥
// W& [NSURLSession defaultSession] AR UIWebView #HXHIIER
[NSURLProtocol registerClass: .class];

/] EBBEENAERE NSURLSession E9IER
(! [PREDURLSessionSwizzler isSwizzle]) {
[PREDURLSessionSwizzler load];

}

PREDHTTPMonitorSender.enable =

)disableHTTPDem {
(!PREDHTTPMonitorSender.isEnabled) {

I

}

[NSURLProtocol unregisterClass: .classl];
([PREDURLSessionSwizzler isSwizzle]) {
[PREDURLSessionSwizzler unload];

}
PREDHTTPMonitorSender.enable =

Bm g s

P} ]



Http & Webview 153K

+ ( )canInitWithRequest: (NSURLRequest *)request {
(![request.URL.scheme isEqualToString:
I[request.URL.scheme isEqualToString:

I

}
// SDKERIAIZHVEHE

([NSURLProtocol propertyForKey:

I

1 &&
1) {

inRequest:request] ) {

2 8- O 5
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Http & Webview 15X

+ (NSURLRequest x)canonicalRequestForRequest:(NSURLRequest x)request {
NSMutableURLRequest *mutableRequest = [request mutableCopyl;
(mutableRequest.URL.path.length == 0) {
mutableRequest.URL = [NSURL URLWithString: relativeToURL:mutableRequest.URL];

}
[NSURLProtocol setProperty:@YES
forKey:
inRequest:mutableRequest];
[NSURLProtocol setProperty:mutableRequest.URL
forKey:
inRequest:mutableRequest];
([request.URL.scheme isEqualToString: 1 {
NSMutableArray *resolvers = [[NSMutableArray alloc] initl;
[resolvers addObject:[QNResolver systemResolverll;
[resolvers addObject:[[QNResolver alloc] initWithAddress:DNSPodsHost]1];

QNDnsManager *dns = [[QNDnsManager alloc] init:resolvers networkInfo:[QNNetworkInfo normalll;

NSTimeInterval dnsStartTime NSDate date] timeIntervalSincel970];
NSURL xreplacedURL = [dns queryAndReplaceWithIP:mutableRequest.URL];
NSTimeInterval dnsEndTime = [[NSDate date] timeIntervalSincel9701];
NSError xerr;

NSRegularExpression *regex = [NSRegularExpression regularExpressionWithPattern:

options:0 error:&errl;

NSInteger number = [regex numberOfMatchesInString:replacedURL.host options:® range:NSMakeRange(9,

[replacedURL.host lengthl)1;
(number == 09) {
mutableRequest;
}
[NSURLProtocol setProperty:@((dnsEndTime - dnsStartTime)*1000)
forKey:
inRequest:mutableRequest];
[NSURLProtocol setProperty:replacedURL.host
forKey:
inRequest:mutableRequest];
[mutableRequest setValue:request.URL.host forHTTPHeaderField:
mutableRequest.URL = replacedURL;

mutableRequest;

2 8- O 5
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Http & Webview 15X 17 - i0S

- (

)startLoading {
NSURLSessionConfiguration ksessionConfig = NSURLSessionConfiguration.ephemeralSessionConfiguration;
NSURLSession *session = [NSURLSession sessionWithConfiguration:sessionConfig delegate:
delegateQueue: [NSOperationQueue newl];
.task = [session dataTaskWithRequest: .request];
[ .task resumel;

HTTPMonitorModel = [[PREDHTTPMonitorModel alloc] init];
NSURL xoriginURL = [NSURLProtocol propertyForKey: inRequest: .request];

HTTPMonitorModel.domain = originURL.host;

HTTPMonitorModel.path = originURL.path;

HTTPMonitorModel.method = .request.HTTPMethod;

HTTPMonitorModel.hostIP = [NSURLProtocol propertyForKey: inRequest: .request];

HTTPMonitorModel.startTimestamp = [[NSDate date] timeIntervalSincel970] x 1000;

HTTPMonitorModel.endTimestamp = [[NSDate date] timeIntervalSincel970] * 1000;

HTTPMonitorModel .DNSTime = [[NSURLProtocol propertyForKey: inRequest: .request]
unsignedIntegerValuel;

e 8 -0 R

P} ]



Http & Webview 153K %

Android

. YHTET app {FH HttpURLConnection. OkHttp2.

Okhttp3 2y Webview =4

AOP 753, wm.:maﬂ@eaaz/\am_fﬂaaaauw’
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Hitp & Webview 15K - et
AnaArolid

buildscript {
repositories {

jcenter()
}
dependencies {
classpath
classpath
classpath

apply :
apply :

B e o s m



Http A&z Webview 15X 4T - wris
Android

@Around ( )
Object (ProceedingJoinPoint joinPoint) Throwable {
(!Configuration. || joinPoint.getArgs(). 1= 0) {
joinPoint.proceed()

(!joinPoint.getTarget().toString().startsWith( ) & !joinPoint.getTarget().toString().startsWith(
joinPoint.proceed()

}
URL url = (URL) joinPoint.getTarget()
(GlobalConfig.isExcludeHost(url.getHost()) || ProbeWebClient.isExcludeIPs(url.getHost())) {
joinPoint.proceed()

}

HttpURLConnection conn

LogBean bean = LogBean.obtain()
bean.setStartTimestamp(System.currentTimeMillis())
conn = (HttpURLConnection)joinPoint.proceed()

Matcher matcher = MatcherUtil. .matcher(url.getHost())
(matcher.find()) {
bean.setHostIP(url.getHost())
bean.setDnsTime(0)
bean.setDomain(url.getHost())
bean.setPath(url.getPath())
{
String hostlIp =
(Configuration. ) {
stime = System.currentTimeMillis()
{
bean. setHostIP(InetAddress.getByName(url.getHost()).getHostAddress())
(UnknownHostException e) {

s 8- 0 1§ M



Http & Webview 13K %
Android

@Around ( )
Object (ProceedingJoinPoint joinPoint) Throwable {
(!Configuration. ) {
joinPoint.proceed()

{

URLConnection conn = (URLConnection) joinPoint.getTarget()

URL url
(conn HttpURLConnection) {
url = ((HttpURLConnection) joinPoint.getTarget()).getURL()
{

joinPoint.proceed()

(GlobalConfig.isExcludeHost(url.getHost()) || ProbeWebClient.isExcludeIPs(url.getHost())) {
joinPoint.proceed()

( ) {
key = conn.hashCode()
( .containsKey(key)) {
LogBean urlTraceRecord = .get (key)
. remove (key)
(GlobalConfig.isExcludeHost(urlTraceRecord.getDomain()) || ProbeWebClient.isExcludeIPs(urlTraceRecord.getDomain())) {
joinPoint.proceed()

}

urlTraceRecord.setResponseTimestamp(System.currentTimeMillis())
urlTraceRecord.setStatusCode( ( (HttpURLConnection) conn).getResponseCode())
ProbeInputStream.obtain((InputStream) joinPoint.proceed(), urlTraceRecord)

{

LogBean urlTraceRecord = LogBean.obtain()

urlTraceRecord.setDomain(url.getHost())

urlTraceRecord.setPath(url.getPath())

urlTraceRecord.setMethod( ( (HttpURLConnection)conn).getRequestMethod())

urlTraceRecord.setDnsTime(0)
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Http & Webview 153K D

i 18] X [8)

LiERS

EaTiR

e

m.baidu.com
www.alipay.com
www.baidu.com
www.giniu.com
www.qq.com

www.taobao.com

B33

THERE

—@- m.baidu.com —@- www.alipay.com —@— www.baidu.com —@- www.giniu.com -@®- www.qq.com —@- www.taobao.com

1,500 kb 2017-07-19 08:00:00
m.baidu.com: 0
1,200 kb www.alipay.com: 0.00
www.baidu.com: 4.04
900Ke www.qiniu.com: 25.98
600 kb - www.qq.com: 282.05

www.taobao.com: 0.00

300 kb - /\ S

0 kb T T T
2017-07-18 20:00:00 2017-07-19 20:00:00 2017-07-20 20:00:00 2017-07-21 20:00:00
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- ( )registerObserver {
CFRunLoopObserverContext context = {0, ( %) ]
_observer = CFRunLoopObserverCreate(kCFAllocatorDefault,
kCFRunLoopAllActivities,

I

9,
&runLoopObserverCallBack,

&context);
CFRunLoopAddObserver(CFRunLoopGetMain(), _observer, kCFRunLoopCommonModes);

/] BIEES
_semaphore = dispatch_semaphore_create(0);

/] EFEERENK
dispatch_async(dispatch_get_global_queue(0, 0), ~{
) {
/] BEZELESREBIS5omsIAN R (HAE ST 2IREB250ms)
st = dispatch_semaphore_wait(_semaphore, dispatch_time(DISPATCH_TIME_NOW, 50%NSEC_PER_MSEC)
);
(st !'=09) {
(_activity==kCFRunLoopBeforeSources || _activity==kCFRunLoopAfterWaiting) {
(++_countTime < 5)

i
sendLagStack];

¥
}

_countTime = 0;

R R

P} ]
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- ( )sendLagStack {
NSError xerr;

NSData

*data = [_reporter generateLiveReportAndReturnError:&errl;

(err) {

}

PREPLC
(er

([P

}
_lastR
[

I

rashReport xreport = [[PREPLCrashReport alloc] initWithData:data error:&errl];
r) {

.
I

REDCrashReportTextFormatter isReport:report euivalentWith:_lastReport]) {

I

eport = report;
uploadCrashLog:report retryTimes:01];

e B - O 5
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NSt

lastTick
(! ){
lastTick =
startTime = System.currentTimeMillis()
.post( )
{
Thread.sleep( )
(InterruptedException e) {
e.printStackTrace()

== lastTick){

TraceInfo info = TraceInfo()
info. = startTime
info. = System.currentTimeMillis()
info. = stackTraceToString(Looper.getMainLooper().getThread().getStackTrace())
.add(info)
( > 3 && = ){
= UUID.randomUUID().toString()

FileUtil.getInstance().writeAnrReport(

s
( 1= lastTick &&

deleteStackTrace(

(Functions.isBackground(
stopTrace()

iz BB - O 15 R
.size()> ){
.remove(0)
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APPEE TAREE  BEER EE

appBundled appName appVersion sdkid sdkVersion tag
qiniu.predem.example AndroidPreDem 1.0.0 1.0.0 -

HRER SRxm

Incident Identifier 72A8D354-C388-47AF-B982-B364ACBATAA2
CrashReporter Key PreDemObjcDemo
Hardware Model iPhoneg,2
Process PreDemObjcDemo [333]
Path var/containers/Bundle/Application/DB48868D-4C6D-44A4-AACF-67ECE014CED8/PreDemObjcDemo.app/PreDemObjcDemo
Identifier pre-engineering.PreDemObjcDemo
Version 1.0.1_alphat (1)
Code Type ARM-64
Parent Process 27?7?71

HER

Thread 0:

0 libsystem_kernel.dylib 0x000000018a31e314 0x18a2ff000 + 127764

11il _c.dylib 0x + 488080

2 UIKit 0x00000001911ce7b0 0x191189000 + 284592

3 UIKit 0x00000001911ce730 0x191189000 + 284464

4 UIKit 0x00000001911b8be4 0x191189000 + 195556

5 UIKit 0x00000001911ce01c 0x191189000 + 282652

6 UIKit 0x00000001911cdb44 0x191189000 + 281412

7 UIKit 0x00000001911c8d8c 0x191189000 + 261516

8 UIKit 0x0000000191199858 0x191189000 + 67672

9 UIKit 0x0000000191986ch8 0x191189000 + 8379576
10 UIKit 0x0000000191980720 0x191189000 + 8353568

11 CoreF i 78 0x18b221000 + 905848

12 CoreF i 0x18b221000 + 904128

13 CoreFoundation 0x000000018b2fb7c0 0x18b221000 + 894912

14 C i 0x18b221000 + 36936

15 i i 18ccad198 0x18ccal1000 + 49560
16 UIKit 0x0000000191204628 0x191189000 + 505384
17 UIKit 0x00000001911f360 0x 191189000 + 484192

18 PreDemObjcDemo 0x0000000100039600 0x100034000 + 22016

T
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L1215 =

)diagnose: (NSString *)host
netClient: (PREDNetworkClient *)client
complete: (PREDNetDiagCompleteHandler)complete {

1 || [host hasPrefix: -t 1) {

host = [[host componentsSeparatedByString: ] lastObject];

{
, hostl;

PREDNetDiagResult *result = [[PREDNetDiagResult alloc] initWithComplete:complete netClient:client];

[QNNPing start:host size:64 output: complete:*(QNNPingResult *r) {
[result gotPingResult:rl;

HH

[QNNTcpPing start:host output: complete:*(QNNTcpPingResult *r) {
[result gotTcpResult:r];

}1;

[QNNTraceRoute start:host output: complete:A(QNNTraceRouteResult *r) {
[result gotTrResult:rl;

HH

[QNNNslookup start:host output: complete:A(NSArray *xr) {
[result gotNsLookupResult:r]l;

1
complete:A(QNNHttpResult *r) {

[result gotHttpResult:rl;
}1;

e B - O 5

P} ]
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2512 ME R

7NDEM i0S R

App {58 REl
AppBundleld AppName AppVersion tag
pre-engineering.PreDemObjcDemo PreDemObjcDemo 1.0.1_alphat userid_release

BEES
Deviceld DeviceModel OsPlatform OsVersion SdkVersion Sdkid

iPhone9,2 ios 10.0.2 1.0.1_alphat B2ED6352-3B6E-438A-84C9-F32A74DF6FD3

HTTP INFO
DnsRecords HttpBodySize HttpCode HttpDuration Httplp
www.a.shifen.com\t683\t5\n115.239.210.27\t45\t1\n115.239.211.112\t45\t 1\n 111766 200 162.9989743232727 115.239.210.27

Ping INFO
ResultiD 04b06c971a166e9c8aalbb27a7044dfc
PingCode 35
Pinglp 115.239.210.27
PingSize 100
PingMaxRtt 0
PingMinRtt 0
PingAvgRtt 0
PingLoss 1
PingCount 1

PingTotalTime 10701.90501213074
PingStddev 0

TCP INFO
TepCode 0
Teplp 115.239.210.27
TcpMaxTime 15.60097932815552
TcpMinTime 9.930014610290527

TepAvgTime 12.94598976771037
TepLoss 0
TepCount 3
TepTotalTime 359.5709800720215
TepStddev 2.329190583118923

T
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select

cast(cast(time as bigint) / 5 as bigint) * 5
as time,

cdn,

country,

" province,

Il 7 el

ll platform,

sum(v4) as total,
count(v4) as number

) fﬁ' from stream
dmn HEES B RAT

o where

IR

e E tag = 'monitor’
group by

HEES HEBAS

cast(cast(time as bigint) / 5 as
bigint) * 5, «c<dn, country, province,
isp, platform

B B -0 E M
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+ (

)startCaptureLogWithLevel: (PREDLogLevel)logLevel {
(_fileLogger && _filelLogLevel == logLevel) {
i
}
_fileLogLevel = loglLevel;
[ stopCaptureLogl;

PREDLogFileManager xfileManager = [[PREDLogFileManager alloc] init];
_fileLogger = [[DDFileLogger alloc] initWithLogFileManager:fileManagerl; // File Logger
_filelLogger.rollingFrequency = 0;

[DDLog addLogger:_filelLogger withLevel:(DDLoglLevel)loglLevell;
_logStartTime = [NSDate datel;

)stopCaptureLog {

(_fileLogger) {

[DDLog removelLogger:_filelLogger];
_filelLogger = ;
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)didArchiveLogFile:(NSString *)logFilePath {
NSLog ( , logFilePath);
[ uploadLog logFilePath startTime:[_rfc3339Formatter stringFromDate:

[_rfc3339Formatter stringFromDate: [NSDate datell retryTimes:0];
_logStartTime = [NSDate date]l;

)didRollAndArchiveLogFile'(NSString *)logFilePath {
NSLog ( , logFilePath);
[ uploadLog logFilePath startTime:[_rfc3339Formatter stringFromDate:

[_rfc3339Formatter stringFromDate: [NSDate datell retryTimes:0];
_logStartTime = [NSDate datel;

_logStartTime] endTime:

_logStartTime] endTime:
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e Android Bt :
https://github.com/pre-dem/pre-dem-android

e iOS IHuilf:
https://github.com/pre-dem/pre-dem-objc
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HTTP DNS
HttpDNS:
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Windows Architecture

System Processes
Service
Control Mgr.
Windows
SveHost.Exe Task Manager

S Environment
Applications Sulipstoms

LSASS

WinMgt.Exe Explorer
lication
User Services Exe APP POSIX

Mode Session Manager
Subsystem DLLs Windows DLLs \

NTDLL.DLL

System
- Ill-__.ll

System Service Dispatcher

(kernel mode callable interfaces) Windows
USER,
GDI

Joyuopy
23uaIa)9Yy
Rumag
Liowa
jemuaipn

Hardware Abstraction Layer (HAL)

hardware interfaces (buses, I/0 devices, interrupts, Original copyright by Microsoft Gépporation.
interval timers, DMA, memory cache control, etc., etc.) Used by permission.
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